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State of New Jersey
Logical System Architectural Review Document

The purpose of this document is to help OIT evaluate the proposed solution within an architectural framework and help OIT plan for the stated needs in the New Jersey Shared IT Infrastructure (SITI) hosting environment.  The information in this document will help OIT better understand the business requirements and technical needs.

This document is used for the Logical System Architecture Review and is referred to in the Physical Architecture review.  While a copy of the document submitted for each review is kept on file as a permanent snapshot, the master version is a living document that should be continually refined and revised during the development process to represent the known state of the project.  

This document must adhere to the following standard naming convention for the SAR document file.  “Agency Initials-Tactical Plan Number-Project Name-yyyymmdd-SAR Type”.
Example: OIT-042a180006-Project Name-20180120-LSAR

If a Technology Initiation Proposal (TIP) review was held:  Please update the reviewed TIP document as necessary and include it with your Logical SAR submission.  Please make sure that responses that have changed based on or since that meeting are clearly denoted by an asterisk.

If a TIP review was not held:  Some initiatives may begin directly with a Logical SAR.  If your initiative has been approved to bypass the Technology Initiation Proposal review meeting, please complete and submit both a TIP form and Logical SAR document.

Once completed, this form should be submitted to:  SAR@TECH.NJ.GOV

The receipt of this completed document will trigger the Logical System Architecture Review meeting to which all interested parties will be invited to discuss the resources required to support this application.  Once reviewed, this document will become part of the system documentation.

Project Identification
	Business Owner:
	

	Name
	     

	Telephone #
	     

	 Email Address
	     

	Project Manager:
	

	Name
	     

	Telephone #
	     

	 Email Address
	     

	Vendor Information:             
	

	Contact Person
	     

	Contact Telephone #
	     

	 Contact Email Address
	     

	OIT Affinity Group:
	

	Primary OIT Contact Person
	     

	OIT Contact Phone
	[bookmark: Text5]     

	OIT Contact Email
	[bookmark: Text6]     

	Secondary OIT Contact Person
	     

	OIT Contact Phone
	     

	OIT Contact Email
	     

	
	

	Date Document Completed
	     


[bookmark: Check78]	Was a Technology Initiation Proposal (TIP) review meeting held?	|_|  YES	|_|  NO
	Up to date TIP Document Attached?	|_|  YES	|_|  NO 
	Any other Logical Design Documents Attached?	|_|  YES	|_|  NO
List any attached documentation:       


ACTION ITEMS
	
	Action Items from TIP review Meeting
Place here
	Provide Resolution for all Action Items.
If not resolved, explain.

	1
	For initiatives where Availability is either Essential or Critical, and partially or entirely hosted within OIT’s infrastructure, a Business Impact Analysis must be completed.
	     

	2
	     
	     

	3
	     
	     

	4
	     
	     

	5
	     
	     

	6
	     
	     

	7
	     
	     

	8
	     
	     

	9
	     
	     

	10
	     
	     




The Logical SAR document is composed of several sections.  Each question is labeled to indicate if it should be answered for Application (developing or replacing a new system), Technical (adding or replacing new hardware, middleware, infrastructure, access rules, or processes) or Both types of a project.  Please respond to the questions in each section as completely as possible.
	A. Project Information 

	B
	1. Provide a detailed description of the project, including the general purpose and scope:
[bookmark: Text219]     

	B
	2. What has happened on this project since the Technology Initiation Proposal (TIP) review meeting, if applicable? 
     

	B
	3. What is the estimated date to start the project?       
Has this changed since the TIP review meeting?
[bookmark: Text312]|_|  NO          |_|  YES, explain why:      

	A
	4. What is the estimated date to begin application development?       

	B
	5. What is the estimated date to begin testing?       

	B
	6. What is the estimated date to complete the project?       
Has this changed since the TIP review meeting?
|_|  NO          |_|  YES, explain why:      

	B
	7. Have there been any significant* changes to the scope of this project?
|_|  NO          |_|  YES, explain the change and the impact of the change:       

	B
	8. Have any new significant* risks been identified that will hinder the successful completion of this project? 
|_|  NO          |_|  YES, explain:       



	
	9. What is the estimated cost for this project?       
Has the estimated cost for this project changed since the last SAR?  |_|  YES        |_|  NO
If YES,   Cost Listed In Last SAR                               New Cost
Current FY: $                                                   Current FY: $       
Current FY +1: $                                              Current FY +1: $       
Current FY +2: $                                              Current FY +2: $       

	
	*For example, the cost has increased by 10% AND/OR the schedule has increased by more than 10% from the last reported update

	A
	10. Who will be accessing this application and by what methods?
[bookmark: Check169][bookmark: Check171]|_|  State employees over state internal network	|_|  Public Internet users   
[bookmark: Check170][bookmark: Check172]|_|  State employees over Public internet	|_|  Other, explain:       

	A
	11. The State department or agency must be able to demonstrate that it has incorporated all Web Content and Accessibility Guidelines (WCAG) 2.0 Conformance level A or greater and paragraphs 1194.22 (l), (m), (n), (o), and (p) of Section 508 for new or revised Web documents.
Have these guidelines been followed?
	|_|  YES	|_|  NO    If ‘NO’, explain:       
References and Resources
W3C Web Content Accessibility Guidelines 2.0 [http://www.w3.org/TR/WCAG20/] 
W3C Web Accessibility Initiative Resources [http://www.w3.org/WAI/Resources/#gl]
Federal Information Technology Accessibility Initiative [http://www.section508.gov/]

	A
	12. The State department or agency must be able to demonstrate that the initiative will follow the Shared Services guidelines as stated in the Shared IT Architecture document.  http://www.nj.gov/it/ps/Shared_IT_Architecture.pdf 
Have these guidelines been followed?        |_| YES            |_| NO           |_| N/A
If NO or N/A Explain:       


	
	13.  Has your Information Security Officer reviewed this project to insure the compliance of the State of New Jersey Information Security policies and Standards?   
|_|  No 
|_|  Yes

14.  Provide the name of your agency Information Security Officer?      



	B. Anticipated Expenditures

	NOTE:  These are the lead times that you can expect when implementing hardware into the OIT data centers:
Network:  9 weeks 	Facilities:  10 weeks               S/W:  4 weeks
Server Installation:  2 weeks	SAN:  4 weeks
All Servers coming into an OIT data center MUST have:
Service Processor management card (Dell DRAC Enterprise, HP iLO, etc.)
NOTE:   DRAC Express is standard, and DRAC Enterprise is a special order
Dual power supplies
Power cables 3ft in length c13 – c14  (To be ordered separately from server)
Cable Management arms will not be necessary
Other Possible Procurements, based on a conversation with the Data Center Team
White and Black power cables c13-c14	Network equipment rack
Copper cables of varying lengths for all connectivity	Server management device
Patch panels	Blanking panels
Server cabinet Power (if necessary this requires a 6-8 week lead time)	Horizontal cable managers
Distribution Units for inside cabinet or rack	Cable trays

	B
	15a. [bookmark: Check33]Will you be procuring any Hardware?     |_|  NO          |_|  YES
If YES, review the NOTE above prior to placing an order for server hardware.
If YES, what is the estimated cost including licenses?  $       
If YES, describe what will be procured:       
15b. If new hardware is anticipated, list the type of server or appliance, storage estimate (estimated size of database and/or non-database data files) and desired installation location for each:

	[bookmark: Text259]
	Purpose
	Brand
	O/S
	Storage
	Location

	
	     
	     
	[bookmark: Text264]     
	[bookmark: Text275]     
	[bookmark: Text277]     

	
	     
	     
	[bookmark: Text265]     
	[bookmark: Text276]     
	[bookmark: Text278]     

	
	     
	     
	[bookmark: Text266]     
	[bookmark: Text267]     
	[bookmark: Text268]     

	
	     
	     
	[bookmark: Text269]     
	[bookmark: Text270]     
	[bookmark: Text271]     

	
	Please note:  For any system with any component housed within the OIT Infrastructure, please email 
oit-datacenter@tech.nj.gov to verify that your capacity requirements can be met (i.e. power, network ports, SAN, rack space, etc.).
15c. When do you expect to submit the procurement request(s) for the hardware purchase(s) to OIT?
[bookmark: Text320]     
15d. By what date must the hardware be installed?
     
15e. Is the installation date an inflexible priority or mandate?
|_|  NO          |_|  YES, explain:      
15f. Do you expect/require assistance of OIT Network staff for administration or configuration?
|_|  NO          |_|  YES, explain:      
NOTE:  If the amount of hardware needed requires more than a single procurement request and will be installed on different dates, use additional sheets to answer the above questions.



	B
	16a. Will you be procuring any Software?       |_|  NO            |_|  YES
If YES, what is the estimated cost including licenses?  $       
If YES, describe what will be procured:       
16b. If new software is anticipated, list the brand, version number, estimated number of users and location for each:   (web server, workstation, appliance, etc.)

	
	Brand of Software Product
	Version #
	Estimated Number of Users
	Location

	
	     
	     
	     
	     

	
	     
	     
	     
	     

	
	     
	     
	     
	     

	
	     
	     
	     
	     

	
	16c. When do you expect to submit the procurement request(s) for the software purchase(s) to OIT?
     
16d. By what date must the software be installed?       
NOTE: If the amount of software needed requires more than a single procurement request and will be installed on different dates, use additional sheets to answer the above questions.

	B
	17a. Will you be procuring any consulting services?      |_|  NO          |_|  YES
If YES, what is the estimated cost?  $       
[bookmark: Text247]If YES, describe what will be procured:      
17b. [bookmark: Text258]When do you expect to submit the procurement request or RFP for consulting services to OIT?
     
17c. By what date must the consultants begin and what is the duration of the engagement?
     

	B
	18. Has out-year funding been approved? 
|_|  YES          |_|  NO
[bookmark: Text40]If YES, describe length and scope:       



	C. 

Logical Project Overview (ASET,EDS, ISS Hosting)

	A
	19. List the technologies to be used in this solution (include version numbers if known):
     

	A
	20. List the frameworks to be used in this solution (version numbers if known):
     

	A
	21. List the programming languages to be used in this solution (version numbers if known):
     

	A
	22. List the reporting tools to be used in this solution:
     


	A
	23. List the database technology to be used in this solution:
     

	A
	24. What will you use for source code management?
     
NOTE: CVS is provided for OIT applications.

	A
	25. Will you be using the Enterprise Java GlassFish Application Server Environment?
|_|   NO      |_|  YES
If YES, have you complied with the Java Application ‘vXX’ Standards and Guidelines?
|_|   NO      |_|  YES
If you are non-compliant, please review the standards document and comply before requesting any deployment to the Java Application Server Environment.  This document can be found in the Portal document library (login at www.state.nj.us) at the following path: /WEBDevelopers/Technology Standards/Application Layer/Glass Fish (Ver. 9) SUN Application Server Guide.doc
If you do not have Portal/Web Developer access, please send an email request to: 
oit-deploy-request@tech.nj.gov with the following information:  
Name:
Email address:
Department:
Phone number:
If you have any additional question or concerns please reach out to your OIT Liaison Contact listed on page 3 of this form.

	A
	26. Are you using any shared services?
|_|  e-Payment          |_|  Identity Management      |_|  Single Sign-On         |_|  Premier Business  
|_|  Portal                  |_|  GIS                                 |_| Data Warehousing     |_|  Others      
Are there services available that you are not taking advantage of and why?       



	
	
	D. Logical Infrastructure Diagram (ASET, EDS, ISS, Cybersecurity & Commutations Integration Cell (NJCCIC))

	B
	27. Include a logical infrastructure diagram for this project here if it is not included in the attached Logical Design documents.  Diagram should document the domain hierarchy server roles and trust relationships.  Indicate logical elements that currently exist and those proposed for implementation (include data flows)


Insert your Logical Diagram below by going to the Insert tab then Picture to get the diagram from your document folder.




	E. Enterprise Services (ASET, NJCCIC, ISS Hosting, Portal, WAN)

	Access/Authentication/Authorization/Accountability

	A
	28a. Will this application require the following services (check all that apply)?  
|_|  Portal Authentication Services
|_|  Premier e-Business Services
|_|  Directory Services (Specify LDAP or Active Directory or other, and describe)
     
|_|  Other Authentication Services  (Describe credentials to be presented and form of validation)
     
|_|  Other Authorization/Access Control Services (Describe how roles will be created and administered)       
|_|  User management will be controlled within the application and stored within the application database.
|_|  ACF2
|_|  CITRIX
|_|  Data Power
28b. Will new user IDs or roles need to be created to support this solution?
|_|  NO          |_|  YES,  If YES, explain and identify if these are existing portal users:      

	Network Infrastructure

	B
	29. Are proprietary or non-standard access protocols being proposed?
|_|  NO               |_|  YES,   If YES, describe what is being proposed and why the initiative cannot be developed using a standard solution:       

	B
	30. Are new firewall rules needed to allow conversation between servers in different tiers or locations?
|_|  NO               |_|  YES, If YES, are these connections within the GSN?
|_|  YES, complete Firewall Request Form
       http://highpoint.state.nj.us/intranets/oit/services/infosecure/internal/
|_|  NO, Review the Business Entity, IT Services or Extranet Policy and complete the necessary GSN Extranet forms: 

	Business Entity / Extranet Policy 
	http://www.state.nj.us/it/ps/09-11-NJOIT%20Extranet%20Policy.pdf

	Appendix A:  Application form:
	 http://www.nj.gov/it/ps/09-11-P1-NJOIT_0110_Business_Entities_IT_Services_Extranet_Application_Form_Appendix_A.pdf

	Appendix B:  Memo. of Understanding
	http://nj.gov/it/ps/09-11-NJOIT_0184_Business_Entity_IT_Services_Extranet_%20MOU_Appendix_B.dot

	Appendix C:  Operational Form:
	http://nj.gov/it/ps/09-11-NJOIT_0145_Business_Entity_IT_Services_Extranet_Connection_Detail_Appendix_C.dot

	Appendix D:
Security Controls Assessment
	Available through your agency’s IT security contact or request through 
http://nj.gov/it/ps/09-11-P1-NJOIT_0182_Security_Controls_Assessment_Checklist_Appendix_D.pdf




	A
	31. Will this system use: (Note:  OIT/ESS input may be required for this section: OIT-CapacityPlanning@tech.nj.gov
a. |_|  NEW HARDWARE                 |_|  EXISTING HARDWARE              |_|  UNKNOWN AT THIS POINT    
b. |_|  PHYSICAL SERVERS            |_|  VIRTUAL SERVERS                    |_|  UNKNOWN AT THIS POINT    
c. |_|  CATALYST FABRIC               |_|  NEXUS FABRIC                           |_|  UNKNOWN AT THIS POINT    

	Secure Proxy Services (ASET, ISS)

	A
	32. Will this require the use of the portal HTTP Proxy service?  
|_|  YES          |_|  NO            NOTE:  This service requires Proof-of-Concept testing.

	
	33. Will this require inbound Proxy services?    |_|  YES          |_|  NO

	
	34. Will this require outbound Proxy services?   |_|  YES          |_|  NO
If YES, what would be the external site that would be accessed by the application:       



	F. Roles and Responsibilities

	[bookmark: _Toc78691920][bookmark: _Toc78794005][bookmark: _Toc78794364][bookmark: _Toc78794451][bookmark: _Toc78795376][bookmark: _Toc79313888][bookmark: _Toc79550215][bookmark: _Toc79550357][bookmark: _Toc80419886][bookmark: _Toc80420070][bookmark: _Toc80429571][bookmark: _Toc84061688][bookmark: _Toc85449478][bookmark: _Toc86202313][bookmark: _Toc86202364][bookmark: _Toc86726471][bookmark: _Toc88457974][bookmark: _Toc89072783][bookmark: _Toc90369292]System Development Responsibilities (ASET, EDS, APPDEV, GIS, NJCCIC , ISS, WAN)
Note:  if additional access rights are needed for Agency or Vendor staff a Privilege Escalation Form may be required:  The form is located at http://highpoint.state.nj.us/intranets/oit/services/infosecure/internal/
Completed form should be submitted to OIT-CapacityPlanning@tech.nj.gov

	B
	35. Multiple organizations can be responsible for the development of a system.  Indicate how each category will be addressed.  More than one organization can have responsibility for a category.

	
	OIT Staff
	Agency IT Staff
	System Vendor
	COTS or 3rd Party
	N/A
	Other

	Hardware Installation
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Middleware Installation
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Hardware Configuration
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Certificate Request and Installation
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Data Design & Modeling
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Development Tools
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Software Development
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Database Administration
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	GIS Capabilities
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	System Integration
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	System Testing
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	IT Staff Training
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	End-User Staff Training
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Collaboration Tools (e-mail, IM, Content Mgmt., Mobile)
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	B
	36. Add any additional information necessary to explain these needs or responsibilities.  Include required/projected dates where applicable.
     



	System Maintenance Responsibilities (Post Implementation) (ASET, EDS, APPDEV, GIS, ISS)
Note:  if additional access rights are needed for Agency or Vendor staff a Privilege Escalation Form may be required:  The form can be found at http://highpoint.state.nj.us/intranets/oit/services/infosecure/internal/ 
Completed form should be submitted  to OIT-CapacityPlanning@tech.nj.gov


	B
	37. Multiple organizations can be responsible for the maintenance of a system.  Indicate how each category will be addressed.  More than one organization can have responsibility for a category.

	
	OIT
Staff
	Agency
IT Staff
	System
Vendor
	COTS or
3rd Party
	N/A
	Other

	Hardware
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Middleware
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Certificates
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Software
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Development Tools
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Database Administration
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Application Code
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Static Content
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	GIS Capabilities
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Collaboration Tools (e-mail, IM, Content Mgmt, Mobile)
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	Backup
	|_|
	|_|
	|_|
	|_|
	|_|
	     

	B
	38. Availability
	The extent to which data should be accessible by the parties intended. Select the most restrictive risk posed by a failure to maintain expected availability to the Information Assets (data) of this application. 

	
	
	Critical  
	Risk to Public Safety if information is not available
	[bookmark: Check162]|_|

	
	
	Essential  
	Risk to core services if information is not available
	[bookmark: Check163]|_|

	
	
	Business  
	Risk to support operations if information is not available
	[bookmark: Check164]|_|

	B
	39. Add any additional information necessary to explain these responsibilities.
     



	Disaster Recovery:  Restoration begins when hardware is restored, not at Disaster Inception
NOTE: Any mission essential system where any component is housed within the OIT infrastructure MUST have a Business Impact Analysis and a Disaster Recovery Plan on file with the DR team.  A BIA is required for all essential systems hosted within OIT’s infrastructure.  Failure to submit the document will delay implementation

	
	40. Is the Availability Essential or Critical?  |_|  Yes	|_|  No.
[bookmark: Text323]If YES, on what date was your BIA submitted?      

NOTE:  You are required to contact OIT-DR@tech.nj.gov to discuss your Disaster Recovery requirements and build a recovery plan if your system/application is hosted within an OIT infrastructure.  Submission of the BIA does NOT ensure system recovery.
If NO, skip to the next question.
The Survey template for the BIA can be found at http://nj.gov/it/services/governance.shtml


	B
	41. Identify the required Operational Objective for the system. The operational hours during which the application or technology solution must perform reliably and planned outages should not occur.  Note that the higher the availability requirement, the greater the cost:
[bookmark: Check165]|_|  BUSINESS – available from 7:00 am to 7:00 pm Monday through Friday (excluding holidays).
[bookmark: Check166]|_|  EXTENDED – available every day from 6:00 am to Midnight, every day, with one Sunday outage per month from 6:00 am until Noon.
[bookmark: Check167]|_|  HIGH* – less than 60 minutes/day of planned downtime, between midnight and 6:00 am.
[bookmark: Check168]|_|  HIGHEST* – Public Safety.  Negotiated planned downtime only. 
*Completion of a Business Impact Analysis Survey is required for any objectives identified as High or Highest.  http://www.nj.gov/it/docs/sar/0104_Business_Impact_Analysis_Survey.pdf 



	Infrastructure Hosting Responsibilities (ASET, EDS, ISS Hosting, ISS)

	B
	42. Indicate below where each environment required by this initiative will be physically hosted and which organization will be the administrator (infrastructure and middleware support).  If multiple hosts or administrators are expected within an environment, list all.
For physical hosting “OIT” means an OIT-managed Statewide Data Center and “Agency” means an Agency-managed and hosted server room.

	Use the following codes: O=OIT    A=Agency  V=Vendor   or   N/A if not applicable

	
	Physical Hosting Location
	Administrator Responsibility

	Environment
	Web /
Presentation
	Application/ Business
	Data
Tier
	Web /
Presentation
	Application/
Business
	Data 
Tier

	Development
	     
	     
	     
	     
	     
	     

	Integration Test
	     
	     
	     
	     
	     
	     

	System Test
	     
	     
	     
	     
	     
	     

	User Acceptance Test
	     
	     
	     
	     
	     
	     

	Training
	     
	     
	     
	     
	     
	     

	Production
	     
	     
	     
	     
	     
	     

	Migration/Upgrades
	     
	     
	     
	     
	     
	     

	Other (describe) 
     
	     
	     
	     
	     
	     
	     

	Collaboration Tools 
(e-mail, IM, Content Mgmt, Mobile)
	     
	     
	     
	     
	     
	     




	System Monitoring and Quality of Service Responsibilities (APPDEV, ESM, QOS)
System monitoring proactively evaluates the status of system components and makes notifications to appropriate personnel in response to problems.

	B
	43. For each component NOT HOSTED at a Statewide Data Center, indicate what level of monitoring is required by OIT: 
[bookmark: Check76]|_|	NONE – (not recommended) – No monitoring of system components is required or not applicable. 
|_|	BRONZE – Agentless monitoring of servers, routers, switches, GSN Up/Down
|_|	SILVER – Agentless monitoring of Service checks (Non-Secure and Secure – http, ftp, ssh, etc.), Hardware checks (Dell), Win Mgt Interface (WMI) checks, Database simulated login, Presentation available.
|_|	GOLD – (Agent or Plug-in standard thresholds) For Sun, AIX, Windows and Linux.  Thresholds for CPU, memory, all mount points, all processes, load average, network interfaces.  Hardware checks (Unix), database (tablespaces), process availability.  Presentation available.
|_|  PLATINUM – (Agent or Plug-in (Script) Customized Thresholds) For Sun, AIX, Windows and Linux. Thresholds for CPU, memory, all mount points, all processes, load average, network interfaces.  Log Files.  Database (Tablespaces).  Failover.  Capacity management.  Presentation available.
NOTE:  Levels are described in more detail in the ESM Support Levels document, http://highpoint.state.nj.us/intranets/oit/images/library/esm/esm support levels.jpg.
Gold and Platinum levels require installation of an agent, and may require the purchasing of software and licensing.  Levels above Bronze require a scope estimate and may require additional funding.

	B
	44. For each component HOSTED at a Statewide Data Center, indicate required monitoring level by OIT:
|_|	NONE – (not recommended) – No monitoring of system components is required or not applicable. 
|_|	BRONZE – Agentless monitoring of servers, routers, switches, GSN Up/Down (DEFAULT)
|_|	SILVER – Agentless monitoring of Service checks (Non-Secure and Secure – http, ftp, ssh, etc.), Hardware checks (Dell) Win Mgt Interface (WMI) checks, Database simulated login.  Presentation available.
|_|	GOLD – (Agent or Plug-in standard thresholds) For Sun, AIX, Windows and Linux.  Thresholds for CPU, memory, all mount points, all processes, load average, network interfaces.  Hardware checks (Unix), database (tablespaces), process availability.  Presentation available.
|_|	PLATINUM – (Agent or Plug-in (Script) Customized Thresholds) For Sun, AIX, Windows and Linux.  Thresholds for CPU, memory, all mount points, all processes, load average, network interfaces.  Log Files.  Database (tablespaces).  Failover.  Capacity management.  Presentation available.
NOTE:  Levels are described in more detail in the ESM Support Levels document, http://highpoint.state.nj.us/intranets/oit/images/library/esm/esm support levels.jpg 
Gold and Platinum levels require installation of an agent, and may require the purchasing of software and licensing.  Levels above Bronze require a scope estimate and may require additional funding.

	
A
	45. Based on the criticality of the application, would the business owner require monitoring of Application Performance Service Levels?
|_|  YES	|_|  NO
If YES, explain expectations:       

	B
	46. Identify the party or parties responsible for monitoring:
     

	B
	47. Describe any monitoring, quality assurance and/or performance features built in to this system.
     

	B
	48. A Synthetic Transaction executes a transaction to exercise the system programming and infrastructure and measure availability of service.  Does this initiative support Synthetic Transactions?
|_|  YES	|_|  NO
If NO, can a synthetic process be developed that would allow the execution of a transaction for electronic observation of system programming, infrastructure and availability of service?  
Explain:       

	A
	49. Does this application require “Application Response Time” Service Level Monitoring?
|_|  YES	|_|  NO
NOTE:  If YES, the application needs to be fully documented, vetted and verified, in terms of end to end application flow, Host Names, IP Addressing, TCP/IP Communication Ports, and hardware/host placement.
The majority of the information that is required to actively monitor application performance service levels will be documented through the NJOIT Firewall Request Process (point of contact is 
All Infrastructure Security Unit (ISU) forms can now be found at http://highpoint.state.nj.us/intranets/oit/structure/units/isu/.

If you need to submit a firewall request, please download the Firewall Request Form (FWRF) and Firewall Risk Questionnaire (FWRQ) and submit them attached to a ticket as detailed within the forms.

If you need to submit a load balancing request, please download the Load Balancing Request Form (LBRF) and submit it part of a ticket as detailed within the forms.

If you need to report an incident, please open a ticket via the NCC (Details can be found at http://highpoint.state.nj.us/intranets/oit/home/digest/2017/approved/20170327b_sdm.html.

All other service requests should be directed to Solutions Management OIT.solutionsmgt@tech.nj.gov so that your request can be properly logged, tracked, and engage the appropriate resources.
The NJOIT Network Service Level Management will work with the client or requisite NJOIT technical staff to verify the required items.  Note that not all applications may be ideal candidates for Service Level Monitoring.

	Help Desk / OIT Operational Services

	B

	50. Describe your Help Desk support approach in detail (OIT, Agency, 3rd Party, etc.):
     
a. Is NCC/SCC support required for this project upon implementation?
|_|  NO	|_|  YES, If YES answer b, c & d below.  
b. Describe any training necessary for Help Desk Staff:        
c. What are the necessary coverage hours for Help Desk Staff?      
d. What documentation will you provide to assist in Help Desk support?* 
     
*All applications require an OIT Playbook to ensure proper problem resolution regarding server, tier, middleware, database, network, etc.  Contact the OIT Performance Management Group at
 OIT-PMGSARinfo@tech.nj.gov for assistance with the development of the application Playbook.


	
B
	51. How will the end user know who and when to call (Problem Mitigation and Troubleshooting)?
     



	G. Demographics and Sizing Information (NJCCIC, WAN)

	A
	52. Is the application user located inside or outside of the Garden State Network (GSN)?
|_| Inside the GSN	|_| Outside the GSN	|_|  Both	|_|  N/A

	A
	53. Describe the types of access, number of users you anticipate, and the total peak users per day/week.
     

	A
	54. For each physical location within the GSN, list the total and peak number of application users and whether connectivity improvements are necessary.  (WAN)
     

	A
	55. Will you require remote access for vendor support of this application? 
|_|  YES	|_|  NO
If YES, describe the support envisioned, for whom, for how many, and for what duration:
     

	A
	56. Will application development take place outside of the GSN?
|_|  YES	|_|  NO
If YES, describe how you will move code:       
If YES, describe how you will test the application:       



	
Business Transaction Volume (EDS, ISS Hosting, WAN)

	A
	57. In terms of business transactions, estimate the average and peak volumes for this application.
A business transaction is a roundtrip from the end user’s browser request to a database action.

	Month
	Average Transactions
	Peak Transactions
	Further describe peak periods (i.e. during certain time of month, all month, etc)

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	A
	58. Explain the reason(s) for any peak periods of activity.
     

	Database Transaction Volume (EDS, ISS Hosting, WAN)

	A
	59. Describe in general terms the type and volume of transactions you expect for this project.
     

	Average Database Transaction Volume (EDS, ISS Hosting, WAN)

	A
	60. Indicate estimated Average Daily Database Transaction estimates for each environment.

	
	10 or Less TX/Day
	11-100 TX/Day
	101 - 250 TX/Day
	251 -1000 TX/Day
	Greater than 1000 TX/Day
(Indicate amount)
	N/A

	Integration Testing
	|_|
	|_|
	|_|
	|_|
	[bookmark: Text285]      TX/Day
	|_|

	System Testing
	|_|
	|_|
	|_|
	|_|
	[bookmark: Text286]      TX/Day
	|_|

	Staging
	|_|
	|_|
	|_|
	|_|
	      TX/Day
	|_|

	Training
	|_|
	|_|
	|_|
	|_|
	[bookmark: Text288]      TX/Day
	|_|

	User Acceptance
	|_|
	|_|
	|_|
	|_|
	[bookmark: Text289]      TX/Day
	|_|

	Production
	|_|
	|_|
	|_|
	|_|
	[bookmark: Text290]      TX/Day
	|_|

	Migration
	|_|
	|_|
	|_|
	|_|
	[bookmark: Text291]      TX/Day
	|_|



	
Peak Database Transaction Volume (EDS, ISS Hosting, WAN)

	A
	61. Indicate estimated Peak Hourly Database Transaction estimates for each environment.

	
	60 or Less TX/Hour
	61 - 600 TX/Hour
	601 - 1200 TX/Hour
	1201 – 2400 TX/Hour
	Greater than 2400 TX/Hour
(Indicate amount)
	N/A

	Integration Testing
	|_|
	|_|
	|_|
	|_|
	      TX/Hr
	|_|

	System Testing
	|_|
	|_|
	|_|
	|_|
	      TX/Hr
	|_|

	Staging
	|_|
	|_|
	|_|
	|_|
	      TX/Hr
	|_|

	Training
	|_|
	|_|
	|_|
	|_|
	      TX/Hr
	|_|

	User Acceptance
	|_|
	|_|
	|_|
	|_|
	      TX/Hr
	|_|

	Production
	|_|
	|_|
	|_|
	|_|
	      TX/Hr
	|_|

	Migration
	|_|
	|_|
	|_|
	|_|
	      TX/Hr
	|_|

	Database Table Metrics (EDS, ISS Hosting, Storage, WAN) 

	A
	62. Indicate estimated database table counts for each environment.

	
	10 or Less Tables
	11 - 100 Tables
	101 – 250 Tables
	251 -1000 Tables
	Greater than 1000 Tables
(Indicate amount)
	N/A

	Integration Testing
	|_|
	|_|
	|_|
	|_|
	      Tables
	|_|

	System Testing
	|_|
	|_|
	|_|
	|_|
	      Tables
	|_|

	Staging
	|_|
	|_|
	|_|
	|_|
	      Tables
	|_|

	Training
	|_|
	|_|
	|_|
	|_|
	      Tables
	|_|

	User Acceptance
	|_|
	|_|
	|_|
	|_|
	      Tables
	|_|

	Production
	|_|
	|_|
	|_|
	|_|
	      Tables
	|_|

	Migration
	|_|
	|_|
	|_|
	|_|
	      Tables
	|_|



	
A
	63. Indicate estimated database data storage volume for each environment.

	
	Less than 1 gigabyte
	1 - 10 gigabytes
	11 - 100 gigabytes
	101 - 1000 gigabytes
	Greater than 1 Terabyte
(Indicate amount)
	N/A

	Integration Testing
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	System Testing
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	Staging
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	Training
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	User Acceptance
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	Production
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	Migration
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	
Non-Database Table Metrics (ISS Hosting, Storage, WAN)

	A
	64. Indicate estimated unstructured data (document, PDF, Image, etc.) file counts for each environment.

	
	Less than 100
	Less than 1,000
	Less than 10,000
	Less than 100,000
	Greater than 100,000
(Indicate amount)
	N/A

	Integration Testing
	|_|
	|_|
	|_|
	|_|
	       Files
	|_|

	System Testing
	|_|
	|_|
	|_|
	|_|
	       Files
	|_|

	Staging
	|_|
	|_|
	|_|
	|_|
	       Files
	|_|

	Training
	|_|
	|_|
	|_|
	|_|
	       Files
	|_|

	User Acceptance
	|_|
	|_|
	|_|
	|_|
	       Files
	|_|

	Production
	|_|
	|_|
	|_|
	|_|
	       Files
	|_|

	Migration
	|_|
	|_|
	|_|
	|_|
	       Files
	|_|



	A
	65. Indicate estimated unstructured data (document, PDF, Image, etc.) storage volume for each environment.

	
	Less than 1 gigabyte
	1-10 gigabytes
	11 -100 gigabytes
	101 -1000 gigabytes
	Greater than 1 Terabyte
(Indicate amount)
	N/A

	Integration Testing
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	System Testing
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	Staging
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	Training
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	User Acceptance
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	Production
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	Migration
	|_|
	|_|
	|_|
	|_|
	      Terabytes
	|_|

	A
	66. Describe the unstructured data that is to be stored:       



	H. Information Architecture (EDS, ISS).

	The New Jersey Common Information Architecture (NJCIA) is a framework for consistent management of the State’s information assets.  As a domain of the larger Enterprise Architecture, it prescribes the architectural components, standards, practices, and tools to be used in creating, delivering, and managing information based solutions for the State of New Jersey.  The NJCIA is incorporated into the NJ Shared IT Infrastructure directly and by reference

	A
	67. When record-level data interchange is required, are Web Services XML schemas being used?
|_|  YES	|_|  NO 	|_|  N/A
If NO, explain:
     
NOTE:  OIT recommendations:
· Sunserver 8 - IDE-generated static stub with NetBeans 6.5
· GlassFish - Jax-RPC with NetBeans 6.7.1

	A
	68. Will data required by external systems be published for reuse through an enterprise data warehouse environment?
|_|  YES	|_|  NO 	|_|  N/A
If NO, explain:
     

	A
	69. Is the logical data model for this project consistent with the Federal, New Jersey, and/or Agency data reference models as appropriate?
|_|  YES	|_|  NO 	|_|  N/A
If NO, explain:
     

	A
	70. Will you be using a Rules Engine to define your business rules?
|_|  YES	|_|  NO
If NO, are the business rules that govern data insertions, edits, and deletions declared within a relational, SQL-compliant database management system to the greatest extent possible?
|_|  YES	|_|  NO
If NO, explain:  
     

	A
	71. Will this project access a data source that is new, existing, or a combination?
|_|  NEW	|_|  EXISTING 	|_| COMBINATION
Explain:      

	I. 

Data Security Requirements (NJCCIC, EDS, File Transfer, ISS, Storage, LAN, WAN)

	A
	72. Indicate the encryption requirements for this application:
In Transport:
|_| Data requires no encryption while in transport
|_| Data needs encryption while in transport over the Internet (SSL) (Browser to web server)
|_| Data needs end-to-end transport encryption (Browser to Core)
Explain decision:
     
In Storage:
|_| Data does not need to be encrypted in storage (normal database security applies)
|_| Sensitive columns must be encrypted in storage
|_| The entire system requires a secure, separate environment beyond encryption and database and network security
Explain decision:
     

	B
	73.   .
The New Jersey Office of Homeland Security and Preparedness has implemented an Information Security Vulnerability Management Program into the System Architecture Review process, as part of the overall Agency and System Risk Review managed by OHSP/NJCCIC.  
Departments and Agencies must plan and implement the Information Security Vulnerability Management Program into their System Development Life Cycle.

Any questions please reach out to : riskassessments@cyber.nj.gov

All Vulnerability scan requests must be scheduled through OIT Solutions Management and entered on Service Desk. 

For PCI (Payment Card Industry) Related Applications:  A copy of the vendor’s Attestation of Compliance is required.



	J. Records Management Life Cycle

	
	74. Describe how your agency will ensure that the records/informational contents will be accessible and useable throughout their required retention periods:
     
75. How will your agency protect the records /informational contents from unauthorized access, dissolution and deletion? 
      
76. Describe the quality controls your agency will use to ensure the completeness and trustworthiness of the records/informational contents of the system?
     
77. If the records /informational contents must be kept for 10 years or more, will there be a data migration plan to preserve the records/contents as storage technologies change?
|_|  NO    If NO, contact the Division of Revenue and Enterprise Services at 609.530.3234 or DorInfo@treas.nj.gov, for assistance with developing a migration plan.
|_|  YES   If YES, describe the data migration plan.      

	K. Application/Services/Interfaces (ISS, EDS, AppDev)

	A
	78. Identify the applications and services that are dependent on this application or are required by this application to be fully functional.  (ISS Hosting, AppDev)

	Application Name
	Dependent/ Required
	Location & Platform
	Details
(Include protocols (Secure web service, data exchange etc.))
	Availability
	Owner is Aware

	     
	     
	     
	     
	     
	|_| YES |_| NO

	     
	     
	     
	     
	     
	|_| YES |_| NO

	     
	     
	     
	     
	     
	|_| YES |_| NO

	     
	     
	     
	     
	     
	|_| YES |_| NO

	A
	79. Identify the file transfer services that are dependent or required for this application to be fully functional.  (ISS Hosting, Security)

	Organization/Agency/ System/ 
File Name
	Source location
	Destination
	Communication protocols
(Secure file transfer, web service, data exchange etc.)
	Dependent/ Required
	Owners are Aware

	     
	     
	     
	     
	     
	|_| YES |_| NO

	     
	     
	     
	     
	     
	|_| YES |_| NO

	     
	     
	     
	     
	     
	|_| YES |_| NO

	     
	     
	     
	     
	     
	|_| YES |_| NO



	L. Other Enterprise Services

	A
	80. If this application will require a new DNS/URL(s), identify your name preferences.  Note that domains of xxx.nj.gov or xxx.state.nj.us are standard and free.  Custom domain names must be approved by OIT.  (ISS, ISS Hosting)
Identify your name preferences:      

	A
	81. If you anticipate the use of e-mail integration within your application indicate the following: (ASET)
|_|  Inbound	|_|  Outbound
What Tier?       
What Platform for Inbound?       
What Platform for Outbound?       

	A
	82. If you anticipate the need for bulk mail processing, explain volume and frequency: (Production Services)
     

	A
	83. If you anticipate the need for bulk printing, explain: (Production Services)
a. Volume and frequency:       
b. Special printing stock or form design needs:       

	A
	84. Identify any other hardware and/or software components (including quantity needed), services or network infrastructure (i.e., voice over IP) that will be required for this application:  (ASET, Info.  Security, WAN)
     

	B
	85. If you anticipate the need for use of Media Serving (video, audio etc), explain:       

	B
	86. If you anticipate the need for Telephony / IVR services, explain:       

	B
	87. If you anticipate the need for SSL services, explain:       

	B
	88. If you anticipated the need for Workflow, explain:       

	B
	89. If you anticipate the need for E-Commerce/Payment Services, explain:       

	B
	90. If you anticipate the need for Document Imaging services, explain:       

	B
	91. If you anticipate the need for Automated Records Managment, explain:       

	B
	92. If the Technology Initiation Proposal (TIP) required a Feasibility Study by the Automated Records Management System Committee (ARMS) was it approved?
|_|  YES	|_|  NO 	|_|  N/A
If NO, explain:       
If YES, date:       
Complete the Conceptual Design Guidelines for the Automated Record Image Processing Systems/Services at  http://www.state.nj.us/treasury/revenue/ARMS/ARMS%20CONCEPT.pdf



	M. 
OIT Operational Batch Services (HUB Data Center)

	A
	93. Will the application generate new output that will be printed at the HUB Data Center?
|_|  YES, complete a thru j             |_|  NO
a. If YES, what kind?  Check all that apply:
1. |_|  Special forms/Pressure seal
2. |_|  Generic reports on cut sheet
3. |_|  Sysout reports on cut sheet
4. [bookmark: Check161]|_|  Simplex            |_|  Duplex 
b. If known, what is the name of the Special forms/Pressure seal document?
     
c. What is the anticipated run schedule for output generated by application?
|_|  Daily           |_|  Weekly         |_|  Monthly      |_|  Annually       |_|  On-Request 
Specify:      
d. Are Quality Control / Assurance needed on output generated by this application?
|_|  YES         |_|  NO
If YES, provide that information:       
e. Who is the client that will ultimately receive output generated by this application? 
     
f. Do you have address/distribution information?
|_|  YES         |_|  NO
If YES, provide that information:       
g. Do you know the anticipated volume amounts per run?
|_|  YES         |_|  NO
[bookmark: Text90]If YES, specify that amount:       
h. Are there any post processing requirements associated with this application (i.e. intelligent insertion equipment)?
|_|  YES         |_|  NO
If YES, specify the name of the document insert or envelope (i.e. Business Reply Envelope (BRE)):       
i. Will multiple copies of the output be produced?
|_|  YES         |_|  NO 
[bookmark: Text300]If YES, how many copies?       
j. Does this project have a mainframe component?
|_|  YES         |_|  NO
If YES, complete form OIT Operational Batch Services Mainframe  



	N. File Transfer and Uploads- The Office of Information Technology supports multiple methods for data transfers internally within the Garden State Network or external to an extranet or business partner who provides services on behalf of the State of New Jersey.  A guide to supported protocols and methodologies can be found at: 
O. http://highpoint.state.nj.us/intranets/njccic/home/sft/ 

	
A
	94. Will the application employ a data transfer methodology?
|_|  YES              |_|  NO
If YES, select all options that apply:  

	OPTIONS
	SFTP
(FTP over SSH)
	FTPS
(FTP over SSL)
	DataMotion / SAFE
(*Note*)
	Connect: Direct / Cyber fusion
(* Note*)
	Dedicated Line / VPN
Encryption (IPSEC)
(* Note*)

	|_|  Synchronous Transfer Required (*Note 2*)
	Y
	Y
	N
	Y
	Y

	|_|  Source Outside the GSN
	N
	N
	Y
	Y
	Y

	|_|  Source Inside the GSN
	Y
	Y
	Y
	Y
	Y

	|_|  IBM Mainframe
	N
	Y
	Y
	Y
	Y

	|_|  Bull Mainframe
	Y
	N
	Y
	N
	Y

	|_|  Windows
	Y
(*Note*)
	Y
(2008+)
	Y
	Y
	Y

	|_|  Solaris
	Y
	N
	Y
	Y
	Y

	|_|  AIX
	Y
	Y
	Y
	Y
	Y

	Results
	|_|
	|_|
	|_|
	|_|
	|_|

	Protocols
	
	
	|_|  HTTPS
|_|  SFTP
	
	|_|  SFTP
|_|  FTPS

	If a “Y” is in the results column, the methodology is available for use.  Usage information is available at:  (http://highpoint.state.nj.us/intranets/njccic/home/sft/catalog.html) 
*Note*    May involve additional costs (license, hardware, software, etc.)
*Note 2* Process cannot continue unless delivery to destination is confirmed by source. 
(Asynchronous transfers may result in delivery delays.)

	A
	95. Will your application require clients or end-users to upload files through the system through internal or external sources?   (upload files may include pdf, word, excel and any other document upload either from desktop, client system or any other data source into the application, database or file system)
|_|  YES                 |_|  NO
If YES, what types of files will be uploaded (.doc, .xls, .pdf, .bmp etc.):       
What is the expected file size:       

	A
	96. Where will data reside?
|_| Core 
|_|  Secure
|_|  Other, explain:       




	P. Next Steps

	B
	With regard to the SAR, at the appropriate time in the process the Physical SAR must be completed and submitted to sar@tech.nj.gov. 
In addition:  Contact OIT-DataCenter@tech.nj.gov to verify that your capacity requirements can be met.  For     Mission Essential Systems/Applications, complete your Disaster Recovery documents and submit to OIT-DR@tech.nj.gov.
Continue to have the detailed technical discussions that are required to deploy.
97. Please indicate any other anticipated next steps? What are the anticipating subsequent next steps?
[bookmark: Text319]     
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	Verify that your Technology Initiation Proposal (TIP) review document is up to date and all Action Items identified at the previous meetings have been addressed.
Submit updated documents along with this LSAR document to:
SAR@TECH.NJ.GOV for review by the System Architecture Review Board
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